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KOPOTKO O CEBE

> C 2016: Pykosogutenb SOC B JIK

> BHyTpeHHunn SOC
> Kommepuyeckue cepsucel MDR*

> 2012 - 2016: MasHbI meHeaxep B PH-UHPopm
> WHcopcuHr cepaucos 6esonacHocTi PocHedTH

> 2002 -2012: THK-BP
> WHTerpauma b B 6busHec - n UT-npouecchbl
> KoHTponu 6e3onacHocTn B UT-npoeKkTax
> OnepauunoHHana 6e3onacHOCTb

> 2001-2002: Pa3zpaboTtumk MO B PocHNNPOC

* Managed Detection and Response
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O YEM PEYb

> UTO HYXXHO NpoBangepy ans kadyectseHHoro cepsuca SOC
> [loyemy 3TO BaXXHO

> CoBmecTHasi paboTka KomaHa rnposavgepa

> [lepcnekTusbl

> YTo genaTtb camomy, a 4ToO NOpyynTh
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MHIPEOVMEHT Ne1: THR ELLIGENCE
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OlNeEPALUNOHHBIE MCCITEQOBAHUA VS AD-HOC

«... XO4ETCA OTMETUTb, YTO CUCTEMHDIE
onepayMoHHble UccaefoBaHUA UMEIOT -
mMano obuwero ¢ ad-hoc pecepyamu, KaSecTED .-.p-ep;ﬁa‘;k"el.mﬂ
BO3MOXHO, AaXKe BbICTPE/IUBLLUMMM B |
KaKkue-1moo rpoMKue nyosiMKaumm, Tak Kak
npuvopuTeT operations-MccaenoBaHMM -
HEeU3MEHHO BbICOKOE Ka4yeCTBO AEeTeKTa

BO BpeMeHMM, a He "Bay-3(ddeKT" oT ad-
hoc»
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https://reply-to-all.blogspot.com/2017/10/blog-post_20.html

LIKJT OAHHBIX OB YI'PO3AX

ZaHHble asmodemexkma, Tenemempus

&

MpoayKTbl

Yepos3el

Threat NccnepoBaHue

Intelligence Lienu y2po3 yrpos
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LIKJT OAHHBIX OB YI'PO3AX

ZaHHble asmodemexkma, Tenemempus
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Yepos3el

Threat

UccneposaHune

Intelligence Llenu yepo3
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CepsucHasA nNpakmuka

MpoayKTbl
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%

PaccnepoBsaHue AHanus

NHUUOEHTOB 3alWMLLEHHOCTU
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MMUTALUNA OENCTBUN ATAKYHOLLEIO

(«KRED TEAMING»)

SOC n oby4yeHune

TwaTenbHO roToBUTCA

ans oueHkn padotsl SOC

* ,EI,eTaanoe nowaroBoe orimcaHne atakum
- C BpeMEHHbIMN METKAMW, UHCTPYMEHTAMN

* loCs & IoAs
e TTPs

OnuunoHanbHbIM cCEMUHAP
« Paborta «PnonetoBon KoMaHObI»

Llenb: OueHka onepaLyoHHON rOTOBHOCTU

Ha BbIxo4e — NonHbIN CNNCOK apTedakToB
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AHAJING SALLUNWLEHHOCTN - KPACHbIE KOMAHbI

How To Test Your MSSP/MDR?

by Anton Chuvakin | October 11, 2017 | Submit a Comment

As customary in our beloved domain of “cyber”, | will start with a depressing
quote:

“If you really knew how to test an MSSP properly, you likely didn’t
need an MSSP.” (source: in this thread somewhere, if the author reads this, I am happy to ack by

name)

On a more serious note, clients must test their Managed Security Services
(MSS) or Managed Detection and Response (MDR) provider! In fact, there are
two different things to discuss:

- TEST BEFORE CONTRACT SIGNING in order to pick the partner with
the quality of security you a/ need and b/ are willing to pay for.

+» TEST DURING ONGOING OPERATION in order to ...and this is
tricky!... test for ongoing value, check for degradation of service
effectiveness, and even check to remind the MSSP that you care about
the quality of delivery.

Before we talk more, we need to get this out of the way: we all know that some
clients who sign up with an MSSP do NOT want quality. They need a
checkbox, a party to scream at (and possible to sue) when they are hacked.
We are not going to discuss this case...today.

While we want a framework to emerge eventually, here are some ideas, from
heavy/deep to light/shallow tests:

« HEAVY (and expensive): A full red team test or a quality pentest
[without telling the MSSP/MDRY]; your partner should catch them reliablyj
and early in their process.

+ MEDIUM: some people reported using threat simulation tools that
generate [hopefully] realistic attack or exfiltration traffic and other “bad-
looking” activities; you can probably just vuln scan a box too...

« LIGHT: A basic test can be as easy as unplugging an MSSP hardware
sensor or blocking its network access (or log flow) and checking how
fast they notice =

Pentesting and Red Teams
by Augusto Barros | March 31,2017 | 3 Comments
A red team should be a continuous operation to keep the blue team on its toes. With continuous

operations the red team can pick opportunities and scenarios that best fit the threat landscape of
the organization at each moment and also work together with the blue team to force it into a

—
continuous improvement mode. This also answers a common question about when to implement
_—

a red team: continuous improvement is often a defining factor of the highest maturity level in any
maturity scale. So, it makes sense to assemble a red team (a continuous one, not a single “red
team exercise”, which is just another pentest) when you already on a reasonably high maturity
and wants to move into the continuous improvement territory.

https://blogs.gartner.com/augusto-barros/2017/03/31/pentesting-and-red-

teams

https://blogs.gartner.com/anton-chuvakin/2017/10/11/how-to-test-your-

msspmdr/
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PACCJIEAOBAHVE MHUWOEHTOB

« Lenb: Mpocneaunts Bce aTtanbl ataku u -
YCTaHOBWTb KOPHEBbIE MPUYHDI =Em S I

-« LindbpoBas kpummHanmcTmka n aHanus "’mﬁf#r = e
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« Ha BbIxo4e — NOonHbIN CAUCOK apTedakToB L9 S e wm SRR
ataku, ons B3atma B paboty SOC o = Tog~ |

« OnucaHune BbiSBNEHHbIX obpa3suos BI1O = =L e

« [MoapobHoe onvcaHne 3TanoB aTaku (_
« PekoMeHaaLmm no oBHapyxeHuo ~— Sy = -
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npegoTBpaLLEHMIO —— B )
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KOMMNEKCHbIV Noaxon

“People who are really serious about software

> CepBMC I'IOJ'IyLIaeT Sq:)CbeKTMBHble should make their own hardware.”
WHCTPYMEHTbI, HanGonbLUMM
06pa3OM oTBe4arwLine 3aripocam

Steve Jobs Quoting Alan Kay AflaH Keﬁ 1982
’

> NHCTpyMeHTbI nony4aroT Cmue [wo6e, 2007

OecueHHbIN OnNbIT UCMOSIb30BaHUSA
- NnaH pa3BUTUS,, OCHOBAHHbIN Ha
npakTuke

«KomnaHus, ebinyckarow,aq UHCMpymeHmMeol,
00s/14CHA Mpedocmasname cepsucbl Ha UX
OCHOoBe»

«ToNbKO KOMBMHALUMA UHCTPYMEHTOB U
YC/Yr AAlOT pesynbraTy
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https://reply-to-all.blogspot.com/2015/04/blog-post.html

MHIPEOVEHT Ne2: TP
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OFNEPALUNOHHAA B HA TMPEONPUATAN (TTPOCTO)

O6HapyxeHue

. PaccnepgoBaHue
Intelligence

PearnposaHue

AHQU3 U38/1€YEHHbIX
ypoKoe8
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ONEPAUNOHHAA VB U MNPOOYKTHI

ObHapyskeHue

KomaHga moHUTOpUHra

KomaHga
pearmpo-

KomaHga
nccne-

MOHUTOPUHT U

AKTUBHbIN
aHanus yrpos

BaHWMA

A0BaHUA

PaccnepoBaHue

MOCTOAHHbIN KOHTPONb 3GDEKTUBHOCTU pearnpoBaHus

PearnposaHue

MNopo3putenbHas akTUBHOCTb

obHapyKeHa

yrpos

MNepBuyHoe

pearmposaHue

Bo3morkHO addeKTnBHOE

dBTOMaTU4eCKoe pearnmposaHune

ABTOMaTn4yeckoe

pearnposaHue B
npoayKre

KoHel, €—
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ONEPAUNOHHAA VB U MNPOOYKTHI

O6HapyxeHne PaccnepoBaHue PearnposaHue

O
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=8 MOHMTOPUHT 1 MOCTOAHHbIN KOHTPONb 3GPEKTUBHOCTU pearnpoBaHuns

s AKTUBHbIIA :
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Bo3mpkHO s derTnBHOE
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Bo3morkHO addeKTnBHOE I
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ABTOMaTn4yeckoe
pearnpoBaHune B

KoHel, €—
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ONEPAUNOHHAA VB U MNPOOYKTHI

ObHapyskeHue

KomaHga moHUTOpUHra

KomaHga
pearmpo-

KomaHga

MOHUTOPUHT U

nccne-
A0BaHUA

AKTUBHbIN
aHanus yrpos

BaHWMA

MNopo3putenbHas akTUBHOCTb

PaccnepoBaHue

lNocToAHHOE CoBepLUEHCTBOBaHME

PearnposaHue

MOCTOAHHbBIN KO HTPOJIb 3((

PEKTUBHOCTU PEArNpPOBaHUA

MoCTOsIHHbIN KO HTPOJIb 3((

DEKTMBHOCTH pearnpoBaHnA

obHapyKeHa

yrpos

J

MNepBuyHoe
pearnpoBaHue

nccnegoBaHue AHanuns

Bo3mpkHO apderTnBHOE

NononHutenbHble l0C/I0A yCTaHoan'Hbl

TpebyeTca

dopeHcrKa py4Hoe PearnpoBaHue
BMNO 'Selgyelth Ha MHUNAEHT

Bo3morkHO apdeKTnBHOE

aBTOMaTn4ecKoe 'pea rmpoBaHune

dBTOMaTU4eCKoe pearnposaHune

ABTOMaTun4yeckoe
pearnposaHue B
npoayKre

AHanus
M3BEYEH
HbIX
YPOKOB
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MDR*? MEDR**?? MSSP??7?

Bbicokasa 3ppeKTUBHOCTb

MSSP obecneunBaeTcs
¥KEeCTKOM

«OBbluHble Yrpo3bi» “npyorﬂz;':fb'e hopMann30BaHHOCTLIO €ro
6U3Hec-npoueccos,

3aperyMpoBaHHOCTbIO U

anropyTMm3saLmen

eATe/IbHOCTM YYACTHMKOB

* Managed Detection and Response
«MpoasnHyTbIE ** Managed Endpoint Detection and

rpo3bl»
yre Response

«06blYHbIE Yrpo3bI»
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http://reply-to-all.blogspot.com/2018/07/managed-defence-and-response.html

MHIPEOVEHT Ne3: TE
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MDR N MEDR

Managed Protection
Anti Targeted Attack

Platform

Incident Response

Managed Detection and
Response

Managed Endpoint
Detection and Response
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NMEPCIMNEKTWBbI: N0 BCEM ®POHTAM

npeAOTBpaTI/ITb adBTOMaTNyeCkn

[o B3noma

OB6HapPyXWTbL aBTOMAaTHYECKM ]
1 [einctBus Bo Bpems B3/10Ma
Haintn BpyuHyto J dtan [C l

Mocne B3n10OMa

O6bekT

Ha ceHcope

lMoBegeHve

B obnake

CTaTucTKKa

SLUesIOHbI ]o[
PeweHue [C
l AHanNUTKK

MalurHHOe 0byyeHme

MpurnoxeHune

PeanbHasa cpega [ Cnctema
MecouHnua J@[ IMynAuUma Cpesa _‘ CeTb
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https://www.youtube.com/watch?v=5-CoJNjtAmY

AYTCOPCUHI?

3Halo yero 6otocb He 3HaeT yTo AnAa KomnaHuu akTyasbHO
3Halo CBOKO UHPPACTPYKT 7

bpacTpyKTypy He 3HaeT UT-komnneKc 3akasymka
NPUNOXKEHUA
3Halo cBOMX paboTHMKOB He 3HaeT nepcoHan 3akas4vunkKa
BuKy TOoNbKO cebs Bugut rnybxxe u wupe

He npod. B cneu. obnacTtax: pesepc,

; Mpod¢. B cneu. obnacrax |
dbopeHcuKa, neHrtecT, threat hunting n 1.n. po¢ "

Pa3BnBalTe CBOU CU/IbHbIE CTOPOHbI,
a cnabble — KOMNEHCUPYITE CEPBUCOM TEX,
Y KOro 3To — CUNIbHAA CTOPOoHa!
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http://reply-to-all.blogspot.ru/2016/04/blog-post.html

CMNACKMBO 3A BHMA

Cepren Conpatos, CISA, CISSP

Ob6sasatenbHo npuxoamte Ha « MITRE ATT&CK B noBcegHeBHom paboTte SOC»
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