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TpebyeTcs aHaNNTUK
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PasanyHble noaxoAabl K AETEKTNPOBAHUIO

Bo3MOXXHble

Aencrsms
aTaKylow,ero

AdeTtekTupoBaHue Ha
ocHoBe |I0OC-o08B

AetekTupoBaHue No aptedaKram
WHCTPYMEHTOB

[leTeKTUpoBaHMe No TeXHUKam
(noBepeHui0)

Ncnonb3oBaHne Mimikatz
AN Aamna YY4€THbIX
AaHHbIX (naponun/xewu) us
namaTu

Mcnonb3oBaHue
NEermMTUMHbIX YTUANUT
YAQANEHHOro
AAMUHUCTPUPOBAHNA TUMA
PsExec

B3anmopencTeume c
KOMaHAHbIM LLEeHTPOM

[Monck no xewam
(MD5/SHA1/SHA256)
OMHaApPHbIX painNoB yTUANT
AAMMNA YYETHbIX AaHHbIX

Nouck no xewam
(MD5/SHA1/SHA256)
OMHapPHbIX GalnNoB yTUANT
YAQANEHHOIO
a4MUHUCTPUPOBAHNA

Monck B3aMmoaemncTeni c
M3BECTHbIMUM agpecamu
KOMaHAHbIX ueHTpos BMO
(no IP/FQDN/URL)

Mounck pannoB c pacliMpeHnIMn Nnu
NMEHAMM, XapaKTEPHbIMU ANA PA3/IUYHbBIX
YTUANUT Aamna YY4ETHbIX AaHHbIX. Hanpumep,
Mimikatz skcnoptupyet 6unetbl Kerberos B
¢dalnnbl c pacwmnpenmem .kirbi, a yTMAnTbI
WCE co3aaét Ha gncke DLL c umeHem
wceaux.dll

lNMoncK yCcTaHOBOK CEpBUCOB C UMEHaMMU,
XapaKTepHbIMU ANA YTUAUT YOANEHHOTO
aAMUHUCTPUpPOBaHNA (Hanpumep, PsExec
yCTaHaBMBaeT cepsuc ¢ umeHem PSEXESVC)

MNownck User-Agent, cneun@uyHbIx gna
onpeaenéHHbIx ytuaut nam Bro

Mowuck B3anmopgenctema ¢ URL-amu,
CreHepMpoBaHHbIMK NO aArOPUTMY,
XapaKTepHOMY An1a onpeaesiéHHON

yTuaunTbl/BMNO

BbiaBneHne npoueccos,
OCYLLECTBAAIOWMNX AOCTYN K NAaMATH
npouecca Lsass

NMouck HenognucaHHbIX DLL-
6mMbnnoTek, 3arpyrkaembix B npoLecc
Lsass

[leTekTMpoBaHMe YCTaHOBKM HOBOrO
cepBuca Mo CetTu ¢ Noc/eayowmm
3aMyCKOM ZlaHHbIM CEPBUCOM
[loMepHero npouecca

MonCK NepruoanNYecKkmnx CeTeBbIxX
coeNHEeHUM

MonCK B3aMMOZENCTBUI CO CTYy4aNHO
CreHepupOoBaHHbIMK AOMEHaMMU

NMonck B3aMMoaencTBmiA ¢ HeAaBHO
3aperncTpmMpoBaHHbIMU AOMEHAMU



TakTuku, TexHnkun m lNpouenypol

> TakTuka — npomexytodHas uenb, atan Kill Chain.

> TexHuKa — nyTb, C NOMOLLbIO KOTOPOro 4OCTUraloTCH
uenu TakTukum

> Mpoueaypa — KOHKpeTHasa peanusauna TeXHUKN unm/v
ncnosibayemble MHCTPYMeHTbI ([10)

KASPERIKY3



ATT&CK — Adversarial Tactics Techniques and Common Knowledge
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Home > Techniques > Enterprise > Registry Run Keys / Startup Folder

Registry Run Keys / Startup Folder

Adding an entry to the "run keys" in the Registry or startup folder will cause the program referenced to be executed when a user logs in. [ These
programs will be executed under the context of the user and will have the account's associated permissions level.

The following run keys are created by default on Windows systems: HKEY CURRENT USER\Software\Microsoft\Windows\CurrentVersion\Run

HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\RunOnce

HKEY_LOCAL_MACHINE\Software\Mi t\Windows \Ci ion\Run

HKEY_LOCAL_MACHINE\Software\Microsoft\Windows\CurrentvVersion\RunOnce

The HKEY LOCAL_MACHINE\Software\Microsoft\Windows\CurrentVersion\RunOnceEx is also available but is not created by default on Windows Visa
and newer. Registry run key entries can reference programs directly or list them as a dependency. 12 For example, it is possible to load a DLL at logon
using a "Depend” key with RunOnceEx: reg add HKLM\SOFTWARE\Microsoft\Windows\CurrentVersion\RunOnceEx\0001\Depend /v 1 /d

"C:\temp\evil(.jd11" ¥

The following Registry keys can be used to set startup folder items for persistence:

HKEY_CURRENT USER\Software\Microsoft\Windows\CurrentVersion\Explorer\User Shell Folders
HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Explorer\Shell Folders
HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\CurrentVersion\Explorer\Shell Folders

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\CurrentVersion\Explorer\User Shell Folders

Adversaries can use these configuration locations to execute malware, such as remote access tools, to maintain persistence through system reboots.
Adversaries may also use Masquerading to make the Registry entries look as if they are associated with legitimate programs.

ID: T1060

Tactic: Persis
Platform: wi
Permissions
Data Source:
CAPECID: C
Contributors

Version: 1.0
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Examples

Name Description

Mitigation
ADVSTORESHELL = ADVSTORESHELL achieves persistence by adding itself to the HKCU\SOFTWARE\Microsoft\Windows\CurrentvVersion\Ri
Detection

APT19 An APT19 HTTP malware variant establishes persistence by setting the Registry key HKCU\Software\Microsoft\Windor

APT29 APT29 added Registry Run keys to establish persistence. el

References

https://attack.mitre.org/techniques/T1060/ 2018,

Identify and block potentially malicious software that may be executed through run key or startup folder persistence using whitelisting (192 tools like AppLocker [031 1104l or Software Restriction Policies 195 where appropriate. [106]

Monitor Registry for changes to run keys that do not correlate with known software, patch cycles, etc. Monitor the start folder for additions or changes. Tools such as Sysinternals Autoruns may also be used to detect system changes
that could be attempts at persistence, including listing the run keys' Registry locations and startup folders. 1o7] Suspicious program execution as startup programs may show up as outlier processes that have not been seen before
when compared against historical data.

Changes to these locations typically happen under normal conditions when legitimate software is installed. To increase confidence of malicious activity, data and events should not be viewed in isolation, but as part of a chain of
behavior that could lead to other activities, such as network connections made for Command and Control, learning details about the environment through Discovery, and Lateral Movement.

1. Microsoft. (n.d.). Run and RunOnce Registry Keys. Retrieved November 12, 2014.
2. Microsoft. (2018, August 20). Description of the RunOnceEx Registry Key. Retrieved June 29, 2018.
3. Moe, 0. (2018, March 21). Persistence using RunOnceEx - Hidden from Autoruns.exe. Retrieved June 29,

4. Kaspersky Lab's Global Research and Analysis Team. (2015, December 4). Sofacy APT hits high profile
targets with updated toolset. Retrieved December 10, 2015.

55. Novetta Threat Research Group. (2016, February 24). Operation Blockbuster: Remote Administration Tools &
Content Staging Malware Report. Retrieved March 16, 2016.

56. Sherstobitoff, R. (2018, February 12). Lazarus Resurfaces, Targets Global Banks and Bitcoin Users. Retrieved
February 19, 2018.

57. Axel F, Pierre T. (2017, October 16). Leviathan: Espionage actor spearphishes maritime and defense targets.
Retrieved February 15, 2018.
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BaxHoCTb [lpoueaypbl

> [nsa kaxgon TexHukn mHoro [Npouenyp Mmoxer
ObITb NPEaIoXeHo

> B0O3MOXHO Hanu4ue npoueayp, KOTopble He MOryT
ObITb OOHapPYXeHbl N3-3a TEXHOSTOMMYECKNX

OrpaHI/I‘-IeHI/I|7| @ Sergey Soldatov .
o @SVSoldatov
> He Bce npoueaypbl Ha JaHHLIN MOMEHT In TTP acronym, Procedure is very important!
N3BECTHbI It gives a clue why marketing vendor's

@MITREattack coverage means nothing
without knowledge about actual testing
procedures used. There are tons of possible
realisations for each technique... Does
vendor detect them all?

10:11 PM - 18 Dec 2018
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ne B ATT&CK yKa3aHbl [lpoueaypbi?

Password Filter DLL

Windows password filters are password policy enforcement mechanisms for both domain and local accounts. Filters are implemented as dynamic link

libraries (DLLs) containing a method to validate potential passwords against password policies. Filter DLLs can be positioned on local computers for ID:T1174

local accounts and/or domain controllers for domain accounts. Tactic: Credential Access

Platform: Windows

Bef isteri ds in the S ity A ts M SAM), the Local S ity Authority (LSA ts validation fi h registered . . -
efore registering new passwords in the Security Accounts Manager ( ), the Local Security Authority (LSA) requests validation from each registere Permissions Required: Administrator, SYSTEM

filter. Any potential changes cannot take effect until every registered filter acknowledges validation. o o )
Data Sources: DLL monitoring, Process monitoring, Windows

Adversaries can register malicious password filters to harvest credentials from local computers and/or entire domains. To perform proper validation, Registry
filters must receive plain-text credentials from the LSA. A malicious password filter would receive these plain-text credentials every time a password Contributors: Vincent Le Toux
request is made. 1! Version: 1.0

Name Description
Remsec Remsec harvests plain-text credentials as a password filter registered on domain controllers.?!

Mitigation
Ensure only valid password filters are registered. Filter DLLs must be present in Windows installation directory (c: \windows\System32\ by default) of a domain controller and/or local computer with a corresponding entry in
HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\Lsa\Notification Packages. B3]

Detection

Monitor for change notifications to and from unfamiliar password filters.
Newly installed password filters will not take effect until after a system reboot.

Password filters will show up as an autorun and loaded DLL in Isass.exe. 41

References
1. Fuller, R. (2013, September 11). Stealing passwords every time they change. Retrieved November 21, 2017. 3. Microsoft. (n.d.). Installing and Registering a Password Filter DLL. Retrieved November 21, 2017.
2. Kaspersky Lab's Global Research & Analysis Team. (2016, August 9). The ProjectSauron APT. Retrieved 4. Bialek, J. (2013, September 15). Intercepting Password Changes With Function Hooking. Retrieved

August 17, 2016. November 21, 2017.
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CueHapuin #1: Pa3paboTKka AeTeKTopoB

> ATT&CK — xopowunn UCTOYHUK naeu

Tpebyemasn
0bpaboTtKa

Tpebyemasn
Tenemertpusa

IMynaum
aTaKu

AHanus
BO3MOXHOCTEeM

No AEeTeKTy

Pa3paboTKa gertekra,
TecTupoBaHue, nybankauuma

BeckoHeuHan oThagKa B
onepauuoHHOM paoTe

MeTpUuku




BaKHbIM UCTOYHUK NOen Ansa AeTekTopos — Tl U3 onepaLmMoHHOM NPaKTUKM

> OTKprTbIe MCTOYHUNKN
> Twitter, 6n10ru, KoH®bI, T.1.
> Tectbl*

> HenybnuyHble
> OTyeTbl 06 yrposax

> OnepauunoHHaA NpaKkTUKa

Threat research

UccnepoBaHmA aTtak
«KpacHasa komaHaa»
«®uronetosasn
KOMaHAaa»

SOC

Treat
intelligence

Threat hunting®* (akTMBHbIN NOUCK yrpo3s)

DFIRMA***

AHanus 3awmuweHHocTn/Red teaming

* hitps://attackevals.mitre.org/evaluations.htm! , Hanpumep

** NpaKTMKa UTePaTUBHOro NOUCKA C LeNblo 0BHAPYKUTb Yrpo3bl, KOTOPbIE YXKe He 6blIn 06HapYXeHbl NO/IHOCTbIO aBTOMATUYECKUMMU

cpeacTeamm

*** Digital forensics, Incident response, Malware analysis

,[lemekmbt 8 MEXHOMO2UYECKOM CImMEKe

KomaHpaa DFIR

Komanpa Tl



https://attackevals.mitre.org/evaluations.html
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CueHapun #1": MpuoputeTbl pa3paboTkm aeTekTopoB (post-breach)

> [lpnoputeTtbl TaKTUK:

> Persistence

Deliver

Exploit

Privilege escalation
Defense evasion
Credential access
Lateral movement

Execution

v V VvV VvV VvV V

> [lpnoputeTbl TEXHUK
> [locTynHaAa TenemeTpmA
> Kakum APT ncnonb3oBasnocb M HACKONBbKO 3TO peneBaHTHO AaAa Bac?

> Heobxoanmbie MHBECTULNMK (~ OLLEHKA pUCKa)

http://reply-to-all.blogspot.com/2019/01/mitre-att.html

Control

Maintain

MITRE

Initial Access
Execution
Persistence
Privilege Escalation
Defense Evasion
Credential Access
Discovery

Lateral Movement
Collection
Exfiltration
Command and Control


http://reply-to-all.blogspot.com/2019/01/mitre-att.html
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CueHapun #2: KnaccmdpumKkauma eTekTopos

> YnpaBneHue getekropamu

> [loHMMaHMe TeKyLwW,ero NoKpbITMUA

* YTO Yy Hac ecTb AN1A KaxKAoM TEXHUKN™*?
* AHanu3 cnabbix mecT

> YBennyeHue NoKpbITUA

 Co3paTb HOBblE AETEKTOPbLI?
* CKOppeKTUpoBaTb cyllecTeyowme?

> YnpouleHne paboTbl KOMaHAbl UCcnegoBaTernen

* NocpeacTBOM COOTBETCTBYIOWMX NpoLeayp

Tex

Te

[ JetekTop i

JetekTtop N

a N

TexHUKa

Te 2

AetekTop 1 ]

JeTtexTop 2
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CooTtBeTtcTBme aetektopoB TexHnkam MITRE ATT&CK
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eventtype

11

11

11

11

11

11

11

11

11

parentprocessfilepath

C:\Windows\System32\cmd.exe

C:\Windows\System32'rundl132
a

C:\Windows\System32'rund1132
e

C:\Windows"\System32'rund1132

C:\Windows\System32'rundl132
a

C:\Windows\System32'rund1132
e

C:\Windows‘\System32'rund1132

C:\Windows\System32\cmd.exe

C:\Windows\System32'rund1132
e

C:\Windows\System32\cmd.exe

C:\Windows\System32'rundl1132
a

C:\Windows\System32'rund1132
e

8x

8x

-ex

8X

ex

ex

ex

- 8X

-ex

processfilepath

c:\windows'\system32'cmd.ex
a

c:\windows'\system32cmd.ex
e

c:\windows\system32'cmd.ex
]

filecmdline

reg.exe save hkIm\sam C:‘sam,save

reg.exe save hkim\system C:\system.save

reg.exe save hkim\security
C:\security.save

aps_hunts

dump_sensitive_registry_hives_locally_detect

-1

dump_sensitive_registry_hives_using_reg

dump_sensitive_registry_hives_using_reg

dump_sensitive_registry_hives_using_reg

dump_sensitive_registry_hives_using_reg

dump_sensitive_registry_hives_using_reg

dump_sensitive_registry_hives_using_reg

dump_sensitive_registry_hives_locally_detect

5

dump_sensitive_registry_hives_using_reg

dump_sensitive_registry_hives_locally_detect

s

dump_sensitive_registry_hives_using_reg

dump_sensitive_registry_hives_using_reg

attack_ttps

T1003: Credential Dumping

T1214:

Tlz214:

T1214:

T1214:

Tlzl4:

T1214:

T1003:

Tlz214:

T1003:

T1214:

Tl214:

Credentials i

Credentials

Credentials 1

Credentials i

Credentials

Credentials

Registry

Registry

Registry

Registry

Registry

Registry

Credential Dumping

Credentials in Registry

Credential Dumping

Credentials in Registry

Credentials in Registry




CueHapuun #3 ba3a 3HaHMMN aHANNTUKA

> Attack kill chain (TakTukn)

> OnuncaHue akTyanbHbIX TeXHUK NpoBeAeHuUs
aTak

> [lybnunyHble oT4yeTbl 00 aKkTyanbHbIX LENEBbIX
kKamnaHuax (APT) n cooTBeTCTBYHOLWME TEXHUKU
aTak

> PekomMmeHgaumm no oOHapYyXeHUo U
npenoTBpaLLleHunto

* https://reply-to-all.blogspot.com/2013/01/blog-post.html

JononHUTEeNbHO:

* ApXUTEKTypa COBPEMEHHbIX
OnepaLMOHHbIX CUCTEM

° AKTya!'IbeIe MHCTPYMEHTbLI aTaKYHOLWNX

* He runoteTnyeckn ataku, HO B3ATble
U3 KOHKPETHOMN NPaKTUKKN™


https://reply-to-all.blogspot.com/2013/01/blog-post.html

CueHapuu #4: OueHKa KayectBa obHapyxKeHuA Ha 6a3e noKpbiTna ATT&CK

> Bbibepute cueHapun TeCTUpOBaHUA

(nocnenoBaTeNibHOCTb KOHKPETHbIX npoueanyp)*

> BbINONMHAUTE TECT Ha CTeHAAaX U CMOTPUTE Kakue T
AeTeKTopbl cpaboTanu

- - 1
> OueHnTe Ha OCHOBE TUMNOB OETEKTOPOB™*:
> TenemeTtpus

> OboraweHune

|ttt

> OO6HapykeHune noseaeHun (TTP-based)

> Tenepb pesynbTaTbl MOXHO CPaBHUTb

**k*

ettt 1
|

> MoxeT nn TexHuKa cHMTaTbCA MOKPbITOM Ha OCHOBE

TeCTa — BOMNPOC OTKPbIThIN, 3aBUCUT OT KOHKPETHbIX
npoueayp, Mcnonb3yeMbIiX B TecTax

* https://attackevals.mitre.org/

** https://attackevals.mitre.org/methodology/detection-categorization.html
*** https://reply-to-all.blogspot.com/2018/12/mitre-edr.html
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ATT&CK RANGE

Tectbl MITRE ATT&CK a s
> KoHKpeTHble npoueaypbl: @ <
> APT3:56 TexHuK, 10 TakTUK | l | = ey
> Nopaxopa “Living off the land”* Q O e el
> ®oKyc Ha «[epBUYHbIE» TEXHUKK *, HA NOBeAeHME, a He Ha
KOHKPETHble MHCTPYMEHTbI U apTedaKTbl (IoCs)

.........................................................
,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,

> 2 CueHapwusa: 10 waros ¢ Cobalt Strike + 10 waros c Empire*** N = e

> OpauHakoBble cTeHObl ANnSA Bcex BeHOOpPOB

> KaTteropuu goeteKkTopoB > onuum: EI -
> OcHoBHble TUMbL: »  OTN0XeHHbIi (Delayed)
* Hwuyero (None) « 3asucumbiin (Tained) === Eem
« Tenemetpus (Telemery) « [pun n3MmeHeHnmn KoHburypaumm
* Aptedakr (loC) (Configuration change)

« O6orauweHue (Enrichment)
« Obwwnim noseaeHyecknin (General behavior)
« KoHKpeTHbI noBeaeH4Yyeckui (Specific behavior)

ccccccccccccccc

* https://www.youtube.com/watch?v=j-r6UonEkUw

** Differentiate “Primary” and “Enabling” techniques. “Enabling” - many of the techniques required Command-Line Interface, Execution through API, and
PowerShell. In assessment MITRE focused on the Primary technique that was performed, rather than the mechanism of execution (which was considered the
Enabling technique)

*** https://www.cobaltstrike.com/ ; https://github.com/EmpireProject/Empire
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BAS: Breach and Attack Simulation

> METTA Gartner.

> httpS//glthUb Com/Uber'Common/metta WHY GARTNER ANALYSTS RESEARCH EVENTS CONSULTING ABOUT

> Caldera
> https://github.com/mitre/caldera

Utilizing Breach and Attack Simulation
Tools to Test and Improve Security

> Unfetter Published: 17 May 2018 ID: G00349154
> https://mitr‘e_github.io/unfetter/ Analyst(s): Augusto Barros | Anton Chuvakin
Summary
> Endgame Security testing is so challenging for technical
> https://github_com/endgameinc/RTA professionals focused on security operations that many

don't try it. Breach and attack simulation tools help make
security postures more consistent and automated.

> Red Canary - Atomic read team Gartner has evaluated these tools to provide guidance

for implementation and operation.

> https://github.com/redcanaryco/atomic-red-team

> Microsoft
> https://blogs.technet.microsoft.com/motiba/2018/04/09/invoke-adversary-simulating-adversary-operations/
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KaLaBAS?

> [0OTOBblE — 3aTO4EHbI Nof
KOHKPETHOro BeHAopa

> HepocTtaTo4yHO TECTOB
> Kak nokpbiTne Boobuie

> TaK 1 KOHKPETHbIe onuummn

> EcTb 3apgaya nHterpauum B

CYLLLECTBYIOLLYIO NMHPPACTPYKTYP
aBTOMaTU4YECKOro TeCTUpPOBaHUA

fSedSe3e—4aBd—4aa2-8a41-925d1df9316b_1

B29286a7-B5c3—46a6-8320-5abBccl?IfBad_2
dizabled by default.

BA8cS5eBf-33aa—40a2-8a84-dh4182e589d5_1
16c4cbbB-h2%e—4d3f—8F47-1F58c7e?bB77_1
BaalbceV—67e2-4d46-9879—c74550@8fel?_1
?2de2?75c—9c3?-4h54-836a-18f3becBf293_1
f439852a—1faf—45ce—20d3-6dbBd65f1e8?_1
c?a5c?a8-1507-4abd-b4f4-—cd?81556eff2_4
c?a5c?a8-1587-4abd-bh4f4-cd?81556eff2_1
idfBec25-dbaZz—4dbd—8b47-8595bhdcabB78_1
35cdBebb—hbhh—4ed?-20a?-aB78c6??EfF1_1
[?7abb7ce—447d—4%ae—aaf?-d7Vaeacf?d681_1
c?a5c?a8-1507-4abd-b4f4—cd?81556eff2_2
B8h1%eeB-—cacl-4d6B8-bha?d-fBAdBS8fAA1fe_1
228Wab?d—686c—4da?-bc?1l-chldc25df53c_1

Pzexec.exe starts calc.exe

Using native console utilities of the 05 to activate accounts that ar

Using print tool to download file from wehdauv

Install accessibility features backdoor via ifeo debugger
Creation of a task on remote PC via at_exe.

Execute file with double extension

Disable windows startup repair with bededit

System Time discovering.

System Time discovering.

Delete USN journal

Execute calc.exe on remote PC via WUMI
Disable DEP
System Time discovering.

WannaCry like named file

Connection to default meterpreter
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CueHapumn #5: Cumynaumna ataku, red teaming

> O0wmnn ppenmeopk ansa szanmoagenctansa KpacHolx, ['0nyObix n PrUoOneToBbIX KOMaHO

> Co3gaHne cueHapueB aMynsaunmn atak: BblIobop peneBaHTHbIX TTP

> [lnaHupoBaHue pabdoTbl KpacHbix kKomaHAd: Bbibop TTP, koTopble Mornu Obl NPonycTuUTb

[‘onyOble

> AHanu3 cnabblX MECT cucteme
6e3onacHOCTN — npuopuTe3auns
byayLmnx MHBECTULNN

> OueHka onepaumoHHON 3PAEKTUBHOCTH
(3penoctun) SOC

How To Test Your MSSP/MDR?

by Anton Chuvakin | October 11,2017 | Submita Comment

As customary in our beloved domain of “cyber”, | will start with a depressing
quote:

you likely didn’t

this, I am happy to ack by

“If you really knew how to test an MSSP proper
need an MSSP.” (source: in this thread somewhere, if the author r

name)

On a more serious note, clients must test their Managed Security Services
(MSS) or Managed Detection and Response (MDR) provider! In fact, there are
two different things to discuss:

. TEST BEFORE CONTRACT SIGNING in order to pick the partner with
the quality of security you a/ need and b/ are willing to pay for.

« TEST DURING ONGOING OPERATION in order to ...and this is
tricky!... test for ongoing value, check for degradation of service
effectiveness, and even check to remind the MSSP that you care about
the quality of delivery.

Before we talk more, we need to get this out of the way: we all know that some
clients who sign up with an MSSP do NOT want quality. They need a
checkbox, a party to scream at (and possible to sue) when they are hacked.
We are not going to discuss this case...today.

While we want a framework to emerge eventually, here are some ideas, from
heavy/deep to light/shallow tests:

« HEAVY (and expensive): A full red team test or a quality pentest

[without telling the MSSP/MDRY; your partner should catch them reliably|

and early in their process.
' some people reported using threat simulation tools tha

generate [hopefully] realistic attack or exfiltration traffic and other “bad-
looking” activities; you can probably just vuln scan a box too...

« LIGHT: A basic test can be as easy as unplugging an MSSP hardware
sensor or blocking its network access (or log flow) and checking how
fast they notice &

Pentesting and Red Teams

by Augusto Barros | March 31,2017 | 3 Comments

A red team should be a continuous operation to keep the blue team on its toes_With continuous
operations the red team can pick opportunities and scenarios that best fit the threat landscape of

the organization at each moment and also work together with the blue team to force itinto a
continuous improvement mode. This also answers a common question about when to implement
Wﬂnuousimprovement is often a defining factor of the highest maturity level in any
maturity scale. So, it makes sense to assemble a red team (a continuous one, not a single “red
team exercise”, which is just another pentest) when you already on a reasonably high maturity
and wants to move into the continuous improvement territory.

https://blogs.gartner.com/augusto-barros/2017/03/31/pentesting-and-red-

teams/

https://blogs.gartner.com/anton-chuvakin/2017/10/11/how-to-test-your-
msspmdr/
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