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CeTn KoHTenHepbl

BupTyaAbHble, PU3MUECKME, Docker
MVPUHIOBbIE

Keaeso Penosntopum naketos/koaa
MHoecTBO pazHOOPIHAOBBIX BOALLEOHDbIN orkazoycroimumesiii npoA SVIN/Gitlab
CEPBEPOB

BupTyaAbHble MalUHbI O6Bs3ka
KVM TecToBble CTEHABI MOHUTOPUHINA ,

\/ CKaHHepb!
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& Komnaaerc PCl DSS, TOCT 57580.1-2017

¥ Log Management

& Integrity monitoring

Q Vulnerability Management
=

IT Asset management

Y ... M HE YMEPETb Ha BHEAPEHUM,
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HIDS: AlienVault SIEM: Splunk,
Atomlc.orp HP ArcSight, Inventory: LanSweeper ($1300/annual), VM: Teanable.io,
Solarwinds FortiSIEM

PT Maxpatrol PT Maxpatrol
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HIDS: HIDS OSSEC + SIEM: OSSIM
Wazuh
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Inventory: Fusion Inventory,
Alloy Navigator,
SpiceWorks
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VM: vulners.com,
OpenVAS,
OSCAP



OSSEC

Log Analysis

File Integrity Monitoring

Intrusion Detection

Active Response

Y WAZU

OpenSCAP

Policy Monitoring

Security Compliance
Vulnerability Assessment
System Hardening

Elastic Stack

Search Engine
Storage
Analytics

Visualization
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[loAyuyeHue npaBuma

HauaAo ckaHMpoBaHuS

PesyAbTat



Life Demo



Pernctpaumsa areHta VWazuh:

File Edit View Search Terminal Help

root@localhost shared]#
root@localhost shared]#
root@localhost shared]#
root@localhost shared]#
root@localhost shared]#
root@localhost shared]#
root@localhost shared]#
root@localhost shared)# [/var/ossec/bin/agent-auth -m 1.wazl
2019/04/14 17:43:31 agent-auth: INFO: Started (pid: 23408).
NFO: No authentication password provided.
NFO: Connected to 1. __ ____ 4:1515
INFO: Using agent name as: localhost.localdomaln
NFO: Send request to manager. Waliting for reply.
NFO: Recelved response with agent key
NFO: Valid key created. Finished.
NFO: Connection closed.
root@localhost shared]#



3anyck areHTa VWazuh:

File Edit View Search Terminal Help

[root@localhost shared]#

|root@localhost shared]#

[root@localhost shared]#

[root@localhost sharedl]#

[root@localhost shared]#

[root@localhost shared]# Service wazuh-agent start
Starting wazuh-agent (via systemctl):
[root@localhost shared]# service wazuh-agent status
azuh-modulesd is running...

ossec-logcollector is running...

ossec-syscheckd 1s running...

ossec-agentd 1s running...

ossec-execd 1s running...

[root@localhost shared]# J§



O6paTHasa ctopoHa Wazuh - Inventory:

Agents / localhost.localdomain (235) / Inventory data Fa@l\=

Security events Integrity monitoring Inventory data

Memory: 974.54 MB Arch: x86 64 OS: CentOS Linux 7 (Core) CPU: Intel(R) Core(TM) i7-7820HQ CPU @ 2.90GHz

< Packages Last scan: 2019/04/15 05:48:46

Name Architecture Version Vendor Description

plymouth-scripts x86_64 0.8.9- CentOS Plymouth related scripts
0.31.20140113.el7.cen
tos

strace x86_64 4.12-6.el7 CentOS Tracks and displays system calls associated with a running process
python-linux-procfs noarch 0.4.9-3.el7 CentOS Linux /proc abstraction classes

resteasy-base-jaxrs noarch 3.0.6-4.el7 CentOS Module jaxrs for resteasy-base

xml-common noarch 0.6.3-39.el7 CentOS Common XML catalog and DTD files

alsa-firmware noarch 1.0.28-2.el7 CentOS Firmware for several ALSA-supported sound cards

1607 items (0.52 seconds)




O6paTHasa ctopoHa Wazuh — Integrity monitoring & Inventory:

Agents / localhost.localdomain (235) / Security events g\ = ® Discover

Security events Integrity monitoring Inventory data

C Auto-refresh € O Thisweek 2

> Search... (e.g. status:200 AND extension:PHP) Options

Name: localhost.localdomain IP: any Version: Wazuh v3.8.2 OS: CentOS Linux 7
Groups: default

Last keep alive: 2019-04-15 12:49:25 Registration date: 2019-04-15 12:48:26 Last syscheck scan: ND Last rootcheck scan: 2019-04-15 00:42:56

Top 5 alerts Top 5 groups Top 5 PCI DSS Requirements
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Alert level evolution Alerts

2019-04-15 03:00 2019-04-18 03:00 2019-04-14 15:00 2019-04-15 15:00 2019-04-16 15:00 2019-04-17 15:00 2019-04-18 15:00 2019-04-19 15:00




O6paTtHasa ctopoHa Wazuh — OpenSCAP Report:

Agents / localhost.localdomain (235) / Policy monitoring  Ra@I\= = @ Discover

Policy monitoring System auditing OpenSCAP

C Auto-refresh € O Thisweek 9

> Search... (e.g. status:200 AND extension:PHP) Options

Alerts over time Top 5 CIS Requirements Top 5 PCI DSS Requirements
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0 field value

2019-04-15 03:00 2019-04-17 03:00 2019-04-19 03:00 rUIE.CiS: Descending 1.1.5 RHEL7 1 (200/0)

Alerts summary

Rule description Control

System Audit event. CIS - RHEL7 - 1.4.4 - SELinux setroubleshoot enabled

System Audit event. CIS - RHEL7 - 3.2 - Avahi daemon not disabled

System Audit event. CIS - RHEL7 - 4.1.1 - Network parameters - IP Forwarding enabled

System Audit event. CIS - RHEL7 - 4.1.2 - Network parameters - IP send redirects enabled
System Audit event. CIS - RHEL7 - 4.2.2 - Network parameters - ICMP redirects accepted
System Audit event. CIS - RHEL7 - 4.2.3 - Network parameters - ICMP secure redirects accepted

System Audit event. CIS - RHEL7 - 4.2.4 - Network parameters - martians not logged




O6patHasa ctopoHa Wazuh — Vulnerabilities Report:

Agents / localhost.localdomain (235) / Vulnerabilities  pA@I\%3 = ® Discover ®

C Auto-refresh € O Thisweek 2

> Search... (e.g. status:200 AND extension:PHP) Options

rule.groups: "vulnerability-detector" agent.id: "235" Add a filter 4

Critical severity alerts: 0 High severity alerts: 0 Medium severity alerts: 0 Low severity alerts: 0

Alerts severity over time Most common rules

300
Rule
ID Description

23504 389-ds-base: Mishandled search requests in servers/slapd/search.c:do_search()
allows for denial of serviceenial of service

23505 kernel: out-of-bounds access in the show_timer function in kernel/time/posix-
timers.ce/posix-timers.c

2019-04-15 03:00 2019-04-17 03:00 2019-04-19 03:00 . . , , L :
23503 glusterfs: Information Exposure in posix_get_file_contents function in posix-
helpers.c posix-helpers.c

Most common CVEs Severity distribution Commonly affected packages
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